BELDEN

Configuring a VLAN with Hirschmann HiOS (RSP, RSPE,
MSP, Greyhound)

A Virtual Local Area Network (VLAN) provides network segmentation at the data link layer
(OSI Layer 2). The segmentation is achieved by marking network packets with identifiers
called VLAN Tags. Switch ports on managed switches are then configured to be associated
with a certain VLAN Tag or not. VLAN traffic will only be sent to those ports that are
configured to receive it.
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VLAN Configuration

This guide will provide the steps to configure 2 ports to a single VLAN on a Hirschmann RSPE managed
switch. To test out the configuration it will require the use of 2 network appliances to initiate/respond to
ping packets through the switch. Lastly, as a prerequisite, the guide will assume an IP address has been
assigned to the switch and administrator access to the configuration web interface has been obtained.

Step 1: Connect to the switch on Port 3 and open the web interface using HiView.

Step 2: Browse the main menu to Switching -> VLAN -> Configuration. You should see the window

below.

hnps:l/lQZlGS.l.Bg‘E,-ECF555A90C82 3 H|Xxew

i
e

File Tools

Onine [ |

BILQELNS
=y Basic Settings

@ system VLAN Configuration
9 Network

18 software VLAND Status Creation time Name 1/ 122 1/3 1/4 115 16 A7 /8 19 110 1M1 112 21 202 23 24 25 206 27 28 31 32 33 34 IS 36 37 318
[ Loadrsave 1| other| 0day(s), 0:00:10 | defaut Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju Ju fu fu juJu Ju lu u u|

& External Memory
EI Port
i} Restart
& Time
i) Device Security
I-{@ Network Security
£-69) Switching
~[@] Global
b Rate Limiter
SRy Fiter for MAC Adg

(-3 IGMP Snooping
&+ B QosPriority
(% MRP-EEE
£33 vian

@] Global

i

[ port

§ Li] Voice
; MAC Based \f
Subnet Based

Protocol Base|
& @ L2-Redundancy
&%) Diagnostics

-3¢ Advanced

+@ Hep ([ set | [ Reoad | [ create | [ Remove |

< . | *

e = —=

Step 3: Click on the “Create” button at the bottom of the window.

Create

VLANID 2

0K ] [ Cancel
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Step 4: Type 2 and click the “OK” button

Step 5: Notice the VLAN ID 2 entry has now been created. Click inside the “Name” box and assign a
name to the VLAN. The example uses “PLC".
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Step 6: The ports assigned to the backbone connections should be given a “T” meaning all packets sent
out of these ports will include VLAN Tags for other switches on the network. Click inside the box of
these ports and apply a “T”. The example uses ports 1/1 and 1/2 as backbone uplink connections.

Step 7: Identify the ports that will participate in VLAN 2 and assign them a “U”. The example uses ports
1/5 and 1/6.

Step 8: Click the “Set” button at the bottom of the window.
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Step 9: Browse the main menu to Switching -> VLAN -> Port. You should the window below.
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Step 10: Enter “2” for Port-VLAN-ID for Ports 5 and 6.
Step 11: Activate “Ingress Filtering” for Ports 5 and 6.

Step 12: Click “Set” button at the bottom of the window.
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Step 12: Browse to Basic Settings -> Load/Save

Step 13: Click “Save” button at the bottom of the window.
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Congratulations! You have now successfully configured Ports 5 and 6 to VLAN 2 of the switch.

Test the VLAN functionality

To test this configuration, follow these few steps.

Step 1: Plug a network enabled appliance into Port 6.

Step 2: Open a command prompt and initiate a ping request to the IP address of the device at Port 6
from Port 3 that you are currently using. You will notice that the host is unreachable as Port 3 is not

configured for VLAN 2.

Belden, Belden Sending All The Right Signals, Hirschmann, GarrettCom, Tofino Security, Lumberg Automation and the
Belden logo are trademarks or registered trademarks of Belden Inc. or its affiliated companies in the United States and
other jurisdictions. Belden and other parties may also have trademark rights in other terms used herein.

6

Tech Support: 717-217-2270

www.belden.com



BELDEN

SENDING ALL THE RIGHT SIGNALS

Microsoft Windows [Ue
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

C:\Users\ADDB2271 >ping 192.168.1.20

192.168.1.20 with 32 bhytes of data:
timed out.
timed out.
timed out.
timed out.

ics for 192.168.1.208:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss>.

C:\Users\ADDB2271>

Step 3: Unplug from Port 3 and plug into Port 5 and initiate the ping request again. You will notice that
you are now getting replies, due to the fact that Port 5 and 6 are on the same VLAN 2.

= & e -
C:\Users\ADDB2271 >ping 192.168.1.20

Pinging 192.168.1.20 with 32 hytes of data:
timed out.
timed out.
timed out.

Request timed out.

Ping statistics for 192.168.1.20:
Packets: Sent = 4, Received = B, Lost = 4 (100% loss).

C:\Users\ADDA2271>ping 192.168.1.20

Pinging 192.168.1.280 with
Reply from 192.168.1.208: b
Reply from 192.168.1.
Reply from 192.168.1.
Reply from 192.168.1.208:

Ping stat cs for 192 =
Sent = 4, Received 4, Lost = B8 (Bx loss>.
round trip times in milli-seconds:
Minimum = 2ms, Maximum = 6ms, Average = 3ms

C:\Users\ADDB2271 >
p———

Reset switch back to Factory Defaults.

Unless you plan to use the configured VLAN permanently it is recommended to return the switch settings
back to “Factory Defaults”. Follow these steps if so desired.

Step 1: Plug back in to Port 3 of the switch.

Step 2: Browse to Basic Settings -> Load/Save
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Step 3: Notice the button on the bottom of the page with down arrow. Click the button to reveal a drop
down menu and select “Back to factory defaults”.
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Step 5: Click the “OK” button
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